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Cockpit
1.1 - Starting Cockpit

Cockpit is the new Red Hat 9 server management interface. It is installed by default.

Activate and start the cockpit socket:
[root@redhat9 ~]# systemctl start --now cockpit.socket

[root@redhat9 ~]# systemctl status cockpit.socket

® cockpit.socket - Cockpit Web Service Socket

Loaded: loaded (/usr/lib/systemd/system/cockpit.socket; disabled; preset: disabl>
Active: active (listening) since Sat 2024-10-26 15:26:22 CEST; 16s ago

Until: Sat 2024-10-26 15:26:22 CEST; 16s ago

Triggers: @ cockpit.service

Docs: man:cockpit-ws(8)

Listen: [::]1:9090 (Stream)

Process: 74750 ExecStartPost=/usr/share/cockpit/motd/update-motd localhost (code>
Process: 74757 ExecStartPost=/bin/ln -snf active.motd /run/cockpit/motd (code=exi>)
Tasks: O (limit: 48799)

Memory: 92.0K

CPU: 19ms

CGroup: /system.slice/cockpit.socket

Oct 26 15:26:22 redhat9.ittraining.loc systemd[1]: Starting Cockpit Web Service Socke>
Oct 26 15:26:22 redhat9.ittraining.loc systemd[1]: Listening on Cockpit Web Service S>
[root@redhat9 ~]#
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If necessary, add a rule to the firewall so that cockpit can be used:

[root@redhat9 ~]# firewall-cmd --add-service=cockpit --permanent
Warning: ALREADY ENABLED: cockpit
success

Turn on SELinux's permissive mode:

[root@redhat9 ~]# setenforce permissive

Add trainee to the group wheel :
[root@redhat9 ~]# usermod -aG wheel trainee

[root@redhat9 ~]# groups trainee
trainee : trainee wheel

[root@redhat9 ~]# exit
logout

[trainee@redhat9 ~]$ groups
trainee

[trainee@redhat9 ~]$ newgrp trainee
[trainee@redhat9 ~]$ exit

Reconnect to your Red Hat 9 VM and check that you are now in the wheel group :

[trainee@redhat9 ~]$ groups
trainee wheel
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1.2 - Connecting to Cockpit

Open the Debian11l_10.0.2.46_VNC connection in the Guacamole interface. Connect as trainee and open the web browser. Enter the address
https://10.0.2.101:9090. Click on the Advanced button:

Debian11_10.0.2.46_VNC — Moilla Firefox -0
5] Debian11_10.0.2.46 VNC X | + o
<« C QO & computet3ittraining.team/#/client/NwBjAHB bd
% Applications - @ Waming: Potential Secu.. |I| & @) ([ A Sat260ct 17:05 trainee
& Warning: Potential Security Risk Ahead — Mozilla Firefox A _ o X
@ @ New Tab X | 4\ Warning: Potential Sec X + v
<« (] G Not Secure 10.0.2.101:9 w @ & =

Warning: Potential Security Risk Ahead

Firefox detected a potential security threat and did not continue to 10.0.2.101. If you
visit this site, attackers could try to steal information like your passwords, emails, or

credit card details.

What can you do about it?
The issue is most likely with the website, and there is nothing you can do to resolve it.

If you are on a corporate network or using antivirus software, you can reach out to the support teams
for assistance. You can also notify the website’s administrator about the problem.

Learn more...

Go Back (Recommended) Advanced...

Click on the Accept the Risk and Continue button:
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Debian11_10.0.2.46_VNC — Modzilla Firefox

8 Debian11_10.0.2.46_ VNC X | +
< C QO & compute13ittraining.team/#/client/NwBjAHBVC3RNCMVZC <3
¥ Applications - @ Warning: Potential Secu. III S %) [§] A Sat 26 Oct, 17:06 trainee|
& Warning: Potential Security Risk Ahead — Mezilla Firefox A O X
@ @ New Tab X | & Warning: Potential Sec X + v
C & Not Secure 10.0.2.101:9 w ® 9 =

visit this site, attackers could try to steal information like your passwords, emails, or
credit card details.

What can you do about it?
The issue is most likely with the website, and there is nothing you can do to resolve it.

If you are on a corporate network or using antivirus software, you can reach out to the support teams
for assistance. You can also notify the website’s administrator about the problem.

Learn more

Go Back (Recommended) Advanced...

Someone could be trying to impersonate the site and you should not continue,

Websites prove their identity via certificates. Firefox does not trust 10.0.2.101:9090
because its certificate issuer is unknown, the certificate is self-signed, or the server is not
sending the correct intermediate certificates.

Error code: SEC_ERROR_UNKNOWN_ISSUER

View Certificate

Go Back (Recommended) Accept the Risk and Continue

Enter the trainee / trainee login details and click on the Log in button:
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Debian11_10.0.2.46_VNC — Moilla Firefox - a9
() | o Debian11_10.0.2.46 VNC X | + [}
&« C QO & compute3ittraining.team/#/client/NwBjAHBvVCIRNCMVZCWwW w ® g 8 =
EI % %) [{] A Sat260ct, 17:08 trainee)
A _ o Xx

¥ Applications - @ redhat9.ittraining.loc — ...
redhat9.ittraining.loc — Mozilla Firefox

E

@ @ New Tab X | 4 redhat9.ittraining.loc X |+

<« (@] Q & o hitps://10.0.2.101:9090

RedHat
Enterprise Linux

Red Hat Enterprise Linux

User name

trainee

Password

p Other options

Server: redhat9.ittraining.loc

Log in with your server user account.

Click on the Turn on administrative access button:
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Debian11_10.0.2.46_VNC — Modzilla Firefox

B | r Debian11_10.02.46_ VNC X | +

3.ittraining.team/#

« > C O & compu

¥ Applications - (@ Overview - trainee@red.. III
& Overview - trainee@redhat9.ittraining.loc — Mozilla Firefox

@ @ New Tab X | 4 Overview - trainee@red" X | +
i C O & hitps/10.0.2.101:909(

trainee@
N & Limited access
redhat9.ittraining.loc

Q Web console is running in limited access mode Turn on administrative access

System redhat9.ittraining.loc running Red Hat Enterprise Linux 9.4 (Plow)

Overview

Logs

Health Usage

Storage
W Security updates available CPU 50% of 4 CPUs

Networking . .
Not connected to Insight Memory 24/75GiB
Podman containers & Last successful login: Oct 26, 09:12 AM
Virtual machines
Accounts

Services

System information Configuration

Model QEMU Standard PC (i440FX + PIIX, 1996) Hostname redhat9.ittraining.loc

Machine ID 5a35a3eb625c45ceald33535723e791f System time Oct 26, 2024, 5:.08 PM

Enter the password trainee and confirm:
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Debian11_10.0.2.46_VNC — Moxilla Firefox

() | &= Debian11_10.0.2.46 VNC X | +

<« C QO & compute13ittraining.team/#/client/N
¥ Applications = (g Overview - trainee@red...

@
@ @ New Tab X

« (@ Q G o https://10.0.2.101:9090/syste

Overview - trainee@redhat9.ittraining.loc — Mozilla Firefox

& Overview - trainee@red’ x | +

trainee
redhat9.ittraining.loc

Q
Switch to administrative access

Password for trainee:

Authenticate Cancel

Overview

Storage

Ne rking

Podman containers

Virtual machi

S #) [§ A Sat260ct 17:19 trainee

~

w
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